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I CipherTrust Appliance Specifications
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SafeNet KeySecure k170v
version: 1.11.0-beta1.4431

One or more licenses are expiring soon APl @ admin &

@

SafeNet KeySecure k170v £
version: 1.11.0betat 4431 O'e OF more ficenses are expiring soon admin&

Q ( =+ Create a New Key )

Key name and aliases ver Owner Updated Type Alg. Size Links

ks-c307d726eb0b4a6c84255b6cd9b55083f66e4f35b465... 0 local|admin Apr 17th 2020, 09:15:49 am Certificate RSA 512

aes-1 0 local|admin Apr 17th 2020, 07:58:20 am Symmetric Key AES 256

2 Keys

50 per page ~
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> Thales Data Protection 7{ =l £ 20| M A AFEE0f| Cf

2 gdst

> Thales License Portal 0| A

SafeNet KeySecure k170v
version: 1.11.0-beta1.4540

S22 Admin Settings

B Licensing Server Licenses

© Key Manager Lock Code

© Connector Lock Code

Add A New License

License String

Installed Licenses

Feature

DDC_DATA_ALLOWANCE

KMIP

olze.

*1H2 YUQS JVTU M4KM

*16N AXY2 7T2D 2MRK

Start

Tuesday, February 11th
2020

Tuesday, September 24th

o
o
?_

Ends Total Clients

Wednesday, July 1st 2020

Sunday, August 30th 2020

Used Clients
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Physical Appliance K570

| Hardware Security Module
> FIPS 140-2 Level 3 HSMZIE0| master key X%
> RoT(root of trust ) ¥&t
FIPS 213 RNGE &dfl 4 L2 7| AEZT|E MSot=0
HSMZ ALE
| CipherTrust Manager K470 ZH|= CH32
HSM1} integrationO| E &+ U&L|Ct
® Luna HSM 5, 6 and 7 (network attached)
DPoD (Cloud HSM)

AWS Cloud HSM
Azure Dedicated HSM
IBM Cloud HSM
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VvV V VvV V

Built-in HSM Card
FIPS 140-2 Level 3 certified appliance
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Keys

ANl/vault/keys2/

AN1/vault/keys2/{id}
Get-get
Update - pat

Delete -delete

/vi/vault/keys2/{id}/versions/

/v1/vauli/keys2/{id)/destroy
Destroy - post

A1/vault/keys2/{id}/archive

ive - post

N1/vault/keys2/{id}/recover

ver - post

Nv1/vault/keys2/{id}/revoke

B

2ot

2t3}8t= REST API =0|H

Keys
Keys are the cryptographic material used in crypto operations.

Keys can be symmetric or asymmetric, in var

key to use. If the key is exportable, the key n FHALES

CLI Guide AP| Guide

Keys have a meta attribute, which can be us Keys

the API. These properties are unstructured J¢
i/vault/keys2/

Keys have three additional identifiers: uuid,  |jst-get

while listing the keys. The identifiers muid ar

post

This is an example of a key resource: AN1/vault/keys2/[id)

f Update
"id": "d22042eb-b527-48fe-b2d6-¢ Delete-delete

"uri”: "kylo:kylo:vault:keys:rus Ai/vault/keys2/{id}/versions/
"account™: "kylo:kylo:admin:acce (istversions-get

“application”: "ncryptify:gemalt (

"devAccount”: "ncryptify:gemaltc
“createdAt": "2016-12-01719:57:¢
"name":
“updatedAt": “2016-12-81T19:57:¢ /v1/vault/keys2/{id)/archive

vi/vault/keys2/{id}/destroy

. . Jestroy - post
mykey", :

"usage": “any", Archive - post

attps://52.86.120.81/playground v2/api/Keys ™ ", f . -
e — /v eys2/[id) recover

Recover - post

N1/vault/keys2/[id}/revoke

Pl N
1ttps://52.86.120.81/pla

round v2/api/Keys#/v1/vault/keys2/

List - get
/v1/vault/keys2

Lists all keys. Results can be refined with query parameters. Key objects included in the response do not include the meta, 1inks and

=
o

micro-services O} 7| El X 7} &

-I-—I—A
sttt =

=]

H'|

certFields fields by default. Use the fields query parameter to include these fields in the response.

Params 200 Sample

© skip <guery> integer

© limit <query> integer

© fields <query> string

© metaContains <guery> string

id}-delete

|01 ASLICE 7HE ot

Authenticate
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- VMware
- AWS
- Microsoft Azure
- OpenStack
- Hyper-V
- Google

- More public / private clouds coming soon

THALES
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| IaaS and PaaS

) Office 365 > Microsoft Azure
2> Microsoft Azure Stack

s Microsoft China and Germany National Clouds

A\ Azure AWS By cloud

s Amazon Web Services

2 |IBM Cloud
Enhanced IT

Security Efficiency

| SaaS
2 Microsoft Office365

» Salesforce.com

2 Salesforce Sandbox

CipherTrust Cloud Key Manager
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| syslog % AlertE Security Operations Centers / SIEMO|| ELi= 7|5
> O] 2 2L 9| Audit record ‘8“8 (RFC-5424, CEF, LEEF)

> A T8 S ALE X F 2| 7hs et O|H Y Alert 8-d (SNMP v1, v2c, v3)

Alarm Configuration - Create Key

Severity Name
Info
Description
Conditions ® Basic Trigger Conditions Advanced Trigger Conditions
Condition Editor Conditions Preview Reference
When details.name

details.name == Testkey1
details.size == 256

Operator = s , details.algorithm == AES
l;’; details.usageMask == 12
Value details.objectType == Symmetric Key

message == Create Key
B rvice == minerva

Note: Inp epts lettersora
combination of letters and numbers (e.g. success == true
Thales or Thales123) username == admin

client_ip == 174.114.113.184
source == keysecure

of30 THALES
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B Support Timeline : Vormetric DSMi KeySecure Classic
mo

FY 20 FY 21 FY 22 FY 23 FY 24 FY 25

DSM EolL
Announcement v6000, v6100, vDSM
Planned Q1 21

Vormetric DSM

DSM End-of-Life /
End-of-Support Planned Q4 2024
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KS Classic EoL/
End of Support 12/31/2023

KS Classic EoL Announcement
k250, K450, k460 K150v, k450v
Q2 20
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SafeNet KeySecure
(Classic KeySecure)

k250
KeySecure
Classic

k450
KeySecure
Classic

k460

KeySecure
Classic with K6
Card

ls5

NG KeySecure
firmware on
old appliance

NG KeySecure
firmware on
old appliance

NG KS 0{Z2}0|AA
E9o gag0l=
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k470
Next GEN K
S Appliance

k570
Next Gen KS
Appliance with
K7 Card

SM7|E Gemalto 1L

NG KS 7t& O] Z20|A A=
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k170v or k470v
Virtual
Appliance

K470v
Virtual Appliance

@ k470v+External HSM
(Root of Trust)
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